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Device data usage 

The Device data usage dashboard provides insights into aggregate usage trends on a daily and cumulative basis. 
You can also see devices with top data usage within the billing cycle, the last seven days, and the last 30 days. 
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Devices overview 

The Devices overview dashboard provides insights into device attributes and distributes, such as states, rate 
plans, groups, make and model, etc.  
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Diagnostics 

The Diagnostics dashboard provides insights into LWM2M diagnostic streaming events if LWM2M devices are 
streaming. 

 

 

Provisioning 

The Provisioning dashboard provides insights into provisioning history. 
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SIM Secure 

The SIM-Secure dashboard provides insights into license utilization and provisioning time (if available). 

 

 

Software Management 

The Software Management dashboard provides a quick view of how many devices are up-to-date on their 
firmware and which require new firmware. You can provide a make, model or current firmware (from and to). 
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The second and third charts provide campaign-level analytics. For example, the second chart provides time 
series view of the campaign status. The third chart provides the status as of the previous evening. Search by 
providing campaign name(s) of interest. 
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Appendix B - Sample reports 

Aggregated usage report 

The Aggregated usage report outlines the total cumulative data and SMS usage for your devices. Usage for the 
current date is the accumulation from 12:00 AM to within approximately 15 minutes of the end of the latest data 
session, and to within approximately six hours for devices that stay connected for extended periods. 
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Connection anomaly report 

The Connection anomaly report is available for users enabled for the Software Management premium feature.   
The Connection anomaly report shows a record of connection anomaly events occurring over a particular date 
range for a specified device(s). 
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Connection history report 

The Connection history report shows each connection event and provides the start and stop events associated 
with a device’s connections. This report also shows data usage during each connection. 

The online reporting date range limit is seven days, and for offline reporting, the maximum is three months. 
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Daily usage report 

Use the Daily usage report to establish normal usage patterns by examining daily usage. This report provides a 
breakdown, by day, of the amount of data transported to and from a device, or a list of devices within a specified 
date range. The daily usage period is from 12:00 AM to 11:59 PM, Pacific Daylight Time (UTC-7). Usage for the 
current date is the accumulation from 12:00 AM to within approximately 15 minutes of the end of the latest data 
session, and to within approximately six hours for 4G devices that stay connected for extended periods. 

The offline reporting maximum date range is 12 months. 
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Firmware history report 

The Firmware history report is available for users enabled for the Software Management premium feature.  Use 
the Firmware history report to view firmware changes for a device as a result of firmware over the air (FOTA) 
campaigns. 
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Hyper precise aggregated usage report 

The Hyper precise aggregated usage report is available for users enabled for the Hyper Precise Location 
premium feature.  The Hyper precise aggregated usage report provides the total number of sessions and bytes 
used while using the hyper precise location. 
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Hyper precise session history report 

The Hyper precise session history report is available for users enabled for the Hyper Precise Location premium 
feature.  The Hyper precise session history report shows each connection event and provides the start and stop 
events associated with a device’s connections. This report also shows data usage during each connection. 
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Rated unbilled usage report 

The Rated unbilled usage report provides unbilled data and SMS usage for one or more devices from the billing 
cycle start to the latest date usage data is available. This report contains rated, unbilled data for the selected 
device’s current bill cycle only. Historical data is not relevant. Usage data in this report is typically two days in 
arrears for non-roaming data. Therefore, to obtain a report that contains usage data for the first half of a bill cycle, 
wait until about Day 17 to generate a report. Roaming data may be updated less frequently. Rated usage data is 
not available to display in this report until about six days after the selected device’s bill cycle start. 

When you attempt to generate a report before data for the current bill cycle is available, this report displays data 
and SMS usage from the most recent bill cycle. Consult the column labeled “Start Date – End Date” to determine 
the billing period of the usage data included in the report. 
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Reserved IPs 

The Reserved IPs report provides a list of IP Addresses and their types for a selected account. 
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Session history report 

The Session history report provides information about one or more device connected sessions within a specified 
time period. This includes both data usage consumed and duration of each session. A connection session is 
delineated by Start and Stop records. For offline reporting, the maximum date range is three months. This report 
only contains information about data sessions that have ended. The report does not contain information about 
current, ongoing data sessions, including those of 4G devices connected for an extended period. 
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Usage anomaly report 

The Usage anomaly report is available for users enabled for the Software Management premium feature.   The 
Usage anomaly report shows anomaly events for a specified device(s) over a particular date range. Each event 
includes: 

§ ICCID: The SIM card number associated with the device 

§ Event date: The timestamp (within the hour) from which this anomalous event occurred 

§ Usage (KB/h): The reported data usage from the hour within the event 

§ Anomaly rarity: The probability value that represents the rarity of the event 

§ Anomaly flag: The type of anomaly (Abnormal or Very Abnormal) as defined in Anomaly Settings 

§ Anomaly reason: The options are limited to over and under expected usage. 

Users can request to be alerted about these events by configuring a Usage anomaly rule in the Rules page. 

The machine learning algorithm requires a minimum of 2 weeks to become trained for a particular device. Expect 
a high number of false positives early in the device lifecycle with this service. 
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Usage trending chart 

This report provides a chart that shows data usage patterns over a specified time period. 
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Appendix C – Glossary 

Glossary of Terms 

Term Used Definition 

Account The account number used for billing. 

Accuracy The distance between the last known location of a device and its service 
address. 

Activated by The person who activated the line. 

Activation date The device on-boarded to ThingSpace date. If Support re-synced the device to 
ThingSpace, this date reflects when the device was re-synced to ThingSpace 
(not the original activation date). 

Active timer Active timer = T3324 as defined in [3GPP-TS_24.008]. 

The time the UE has to remain reachable after transitioning to idle state in case 
there is pending data from the NW to send out. At the end of T3324 UE can go 
into a deep sleep mode while keeping the PDN connection(s) active. 

APN1 Access Point Name 1. 

APN2 Access Point Name 2. 

Battery level Contains the current battery level as a percentage (with a range from 0 to 100). 
This value is only valid when the value of Available Power Sources Resource is 1. 

Battery status Only valid when the value of Available Power Sources Resource is 1. 
Values can be of 0-6 and this value represents current status of the battery 
listed as below: 
0: Normal 
1: Charging 

2: Charge Complete 
3: Damaged 
4: Low Battery 
5: Battery is not installed.  

6: Unknown. 

Billing cycle The recurring time interval between two consecutive statement closing dates 
which a customer uses a service and incurs charges. 

Cell ID (0-65535) Cell ID / eNB ID 

Cell ID stream status Status of streamed information if a live stream is running 

Cell ID updated date Last date update occurred of Cell ID 
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Connection Connected or Not Connected. Connected indicates an Active Data Session 
over the wireless network; Not Connected implies that data is not present 
(devices could be powered off). 

Cost center code Any type of alphanumeric data you can assign to a device. 

Country The name of the country where a device is roaming. 

Current software Current version of software running on the device. This could be baseband 
firmware, application firmware, or a configuration file. This is the last known 
reported. A device may have zero, one, or many of these at any time. 

DACC Seems to be editable in ODI portal at time of device upload. 

Deactivated by The name of the person that deactivated the device. 

Deactivation date The date the line was last deactivated. 

Device group Group assigned. All lines automatically get added to the default group, which is 
named the account number. 

Device identifier IMEI or ICCID. If the line is activated as SIM only or SIM/SKU, the ICCID is the 
Device Identifier, as the system does not yet know the IMEI. Once the device 
boots and the OTA occur, the Device Identifier updates with the IMEI. 

Device status Active, Deactive, Suspended. Active implies billing, Deactive implies not billing, 
and Suspended is usually suspended (up to 90 days) without billing. 

EDRX timer Extended Discontinuous Reception (eDRX) allows IoT devices to not listen to 
the network for extended periods. Downlink Paging opportunities occur every 
1.28 seconds. This is the minimum time a UE using eDRX can decide to stay in 
idle mode, up to a maximum of 43.69 minutes. 

EID Electronic Identifier. A unique number to identify wireless equipment. 

ESN Electronic serial numbers were created by the U.S. Federal Communications 
Commission to uniquely identify mobile devices. 

eUICC profile status An eSIM profile goes through several stages throughout its lifecycle and each 
stage is represented by a status. Monitoring the eSIM profile status is important 
for managing the eSIM as these statuses are important in pointing out issues or 
warnings. 

Expected resume date The date a suspended device is expected to resume service (usually 90 days 
from the suspend date). 

Feature codes Feature codes are also referred to as SFOs. 

Firmware campaign status Device-level status based on last firmware campaign.  
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Firmware current version The version of the firmware currently installed on the device. 

Firmware name The file name / version identifier assigned to a downloadable binary file for use 
during a software update. 

Firmware protocol The protocol the device is using to communicate with ThingSpace. LWM2M and 
OMA-DM are used for baseband. HTTP can be used for baseband, application, 
and configuration files. 

First name Your alphanumeric data. Available in My Business and ThingSpace. 

FOTA Firmware Over-the Air is the wireless delivery and installation of firmware or 
software updates to internet-connected devices. 

FOTA campaign ID Unique ID of a particular FOTA upgrade campaign. Campaign ID links to 
campaign details (what software, when, which devices, device status). For a 
particular device, this is the last campaign that device was included in. 

FOTA eligibility Whether or not the device has registered to our FOTA server(s). Incompatible 
devices cannot bootstrap or register to Verizon’s FOTA servers. If compatible 
devices have not registered, the firmware on the device cannot be determined. 

FOTA license status Indicates an attached MRC (unlimited FOTA) license. Event licenses can still be 
used, but still show as "unattached" since they are per use. 

FOTA license type If MRC is attached, it's a Subscription. Options are Subscription or blank. 

FOTA make The make of the device, as reported by FOTA server. Options are Subscription 
or blank. FOTA make and model may not match the device make and model. 

FOTA model The model of the device, as reported by FOTA server. 

FOTA security compliance Not compliant indicates new software is available.  

Compliant indicates the firmware is up to date.  

From version The firmware version that will be replaced with the “To version”. 

Hyper Precise capable Identifies whether or not the device is Hyper Precise capable 

Hyper Precise status The device's current provisioning and operational state regarding this premium 
positioning service. 

ICCID SIM hardware identifier 

IMEI Device hardware identifier 

IP address The device IP address. This may be 0.0.0.0 if the device is not connected / in an 
active data session for a dynamic IP addressed device (default). 
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Last connection date The last active PPP data session seen on the network. 

Last firmware update Last firmware campaign on the device. 

Last location attempt Last attempted course location request. 

Last location update Last successful course location request. 

Last location update status Last course location update status. Can be null, failed, or successful. 

Last name Your alphanumeric data. Available in My Business and ThingSpace. 

Last known location The address/location last reported by a device while connected to the network. 

Last roaming status update The last roaming status update. 

Link quality Contains received link quality, or the signal-to-noise ratio in integer value. 

Link quality stream status Status of streamed information when a live stream is running. 

Link quality updated date Last date a Link quality update occurred. 

Location update frequency If set to auto update coarse location, this is the setting in seconds. 

Location update note Can be null, Device is Unreachable, or Specified device category is not IoT. 

LWM2M streaming Indicates whether the device has a live stream. 

LWM2M streaming eligible The device has LWM2M registered to Verizon. 

Make and model The make and model as stored in the device management database (DMD). 

MDN The 10-digit telephone number assigned to a CDMA line. 

MDN/MSISDN/Pseudo Mobile Device Number. The phone number assigned the line. 

MEID Mobile Equipment Identifier - A globally unique number identifying a physical 
piece of CDMA equipment. 

Middle name Your alphanumeric data. Available only in ThingSpace. 

MIN Mobile Identification Number – A unique 10-digit number that a wireless carrier 
uses to identify a mobile phone. 

Modem The type of modem the device is using, if available. 

Modem category Category of device modem, if known. 

MSISDN A number uniquely identifying a subscription in a Global System for Mobile 
(GSM) communications. 
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MyCustom Field 1 Your alphanumeric data. Available only in ThingSpace. 

MyCustom Field 2 Your alphanumeric data. Available only in ThingSpace. 

MyCustom Field 3 Your alphanumeric data. Available only in ThingSpace. 

MyCustom Field 4 Your alphanumeric data. Available only in ThingSpace. 

MyCustom Field 5 Your alphanumeric data. Available only in ThingSpace. 

Network bearer The virtual pipe or data tunnel that a cellular network sets up between a device 
and the internet/cloud. 

New software New software available to upgrade for that device. If that particular software 
(see 
 Current Software) has an eligible upgrade path, this is where it shows. 

OD Open Development is a program at Verizon that device OEMs go through to get 
their devices certified on the Verizon network.   

Order ID The ID of the last provisioning order submitted. 

Pending action Line is pending between states or database updates. Used during pending 
provisioning states or database updates, such as Cost Center. 

pre-IMEI IMEI assigned during activation. 

pre-SKU The SKU assigned during activation. 

Provisioning core An indicator specifying whether an IoT/M2M device line is activated on 
Verizon’s legacy 4G Core (4GC) or its modernized 5G Core (5GC). All 5G SA 
services require 5GC. 

Radio signal strength See RF signal strength. 

Radio signal strength stream 
status 

Status of streamed information when a live stream is running. 

Radio signal strength 
updated date 

Last Radio signal strength update. 

Rated data usage The "processed" version of your usage. This is what actually hits your bill. 
Verizon takes the raw data and "rates" it by applying costs. This billed amount 
typically lags the raw usage data by 24 to 48 hours. 

Raw data usage The actual, unedited volume of information transmitted over the network. It is a 
technical record of network activity. However, it doesn't account for plan-
specific discounts, "sponsored" data (data that doesn't count against your limit), 
or rounding rules. 
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Required APN The Access Point Name that is required by the network to route your device’s 
traffic. 

Request ID The identifier of the last provisioning request. 

RF link quality While RF Signal Strength tells you how loud the radio signal is, RF Link Quality 
tells you how clear it is. 

RF signal strength RF (Radio Frequency) signal strength is a measure of the power level of a 
wireless radio signal received by a device (such as an IoT module, smartphone, 
or router) from a transmitter (such as a cell tower or Wi-Fi router). 

In the IoT world, RF signal strength tells you how "loud" and clear the network's 
voice is at the exact location where your device is deployed.   

Roaming country The country the device is roaming in. 

Roaming data usage The data transmitted over the network while the device was roaming outside the 
U.S. 

Roaming status Device current roaming status. Can be null, roaming, or not roaming. 

SACC SIM Attribute Composite Code. MDNless only, 

Service address The specific physical location where the device is registered and authorized to 
use network services. 

Service plan A bundle of the price plan plus feature codes (SFOs), such as SMS, public 
network, Global, etc. 

SFO Service Feature Offering. A feature that may be added to a line in addition to the 
Price Plan, to support Marketing and/or Network provisioning needs 

SIM OTA timestamp The date and time when the device first attached to Verizon. 

SKU The Open Development Stock Keeping Unit number. 

SMS Short Message Service is what most people refer to as text messaging. 

SMS ROID A Resource Identifier (RID) used to programmatically reference and manage 
Short Message Service (SMS) data structures, such as specific text tables or 
database schemas, within an Android application 

Software name Software name associated with current->new upgrade epath. As certified by 
Verizon Open Development. For LWM2M and OMADM, this is a 
make_model_from_to concatenation. For HTTP, this is typically make_model. 

SPO Service Product Offering. Serves as a vehicle for delivering provisioning and/or 
rating and is designed to streamline the path of a service order. 
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Suspended date The date the device was last suspended. 

To version The firmware version used in a FOTA campaign to replace the firmware 
installed on the device. 

Update attempt The date the last time a request for a location update was made.  

 

RF performance terminology 

 RF Characteristic Description Poor Fair Good Excellent 

SINR (dB) Signal to Noise Ratio < 6 6 to 10 10 to 14 >= 14 

CQI Call Quality Index < 5 5 to 7.5 7.5 to 10 >= 10 

RSRP (dBm) Reference Signal Received 
Power 

< -112 -112 to -105 - 105 to -90 >= -90 

RSRQ (dB) Reference Signal Received 
Quality 

< -11 -8 to -11 -5 to -8 >= -5 

RSSI Reference Signal Strength 
Indicator 

< -90 -90 to -66 -51 to -65 >= -50 

Uplink Throughput 
(Mbps) 

Uplink speed test < 0.6 0.6 to 1.5 1.5 to 3 >= 3 

Downlink Throughput 
(Mbps) 

Downlink speed test < 1 1 to 3 3 to 5 >= 5 

 


