VERIZON MOBILE DEVICE MANAGEMENT TERMS & CONDITIONS

Verizon Mobile Device Management (MDM) (the "Service") provides device management services from
a cloud-based portal to entities to manage their remote assets, smart devices and Jetpacks. Through the
Service, an entity (“Customer”) will be able to purchase features to (1) manage smartphone and tablet
configurations for devices running Android® and Apple® iOS with “Unified Endpoint Management,” (2)
manage security profiles and settings on selected Jetpacks and MiFis with “Broadband Hotspot
Management,” (3) enable identity protection and contact onboarding with “Advanced Features,” and/or
(4) help provide for mobile security with “Mobile Threat Defense.” By using the Service, Customer
acknowledges that Customer has read all of the terms and conditions of this agreement (“Agreement”),
understands them, and agrees to be bound by them. This Agreement is by and between the Customer
and Cellco Partnership d/b/a Verizon Wireless, on behalf of itself and its controlled and/or managed
affiliates (collectively, “VZW").

1.

Verizon Wireless Agreement. This Service is subject to all of the terms in Customer’s agreement
for wireless service with VZW, which is incorporated herein by reference. To purchase or use the
Service, Customer must have an active VZW account.

Billing. Customer’s use of the Service will be billed according to the terms of Customer’s
agreement for wireless service with VZW.

Restrictions on Use. Customer will use the Service solely for Customer’s internal use subject to
any restrictions or exceptions as set forth in this Agreement. Customer will not: (i) modify, make
derivative works of, disassemble, reverse compile, or reverse engineer any information
contained in the Service; (ii) use the Service in order to build or support, or assist a third party in
building or supporting, products or services competitive to VZW; or (iii) license, sell, rent,
transfer, assign, or otherwise commercially exploit the Service or any content in the Service
other than as expressly permitted in this Agreement.

Security Measures. Customer will implement and maintain security measures with respect to
the Service that effectively restrict access to the Service to authorized personnel with a need to
know, and that protects the Service from unauthorized use or access. Customer will ensure that
the Service is not accessed, used, or made available to third parties or to Customer’s employees
who are not authorized to access the Service.

License. Subject to the terms and conditions of Customer’s agreement with VZW for wireless
service, VZW grants Customer a non-exclusive, non-transferable, non-assignable, royalty free
license for use of the purchased Service feature(s) solely for internal business operations and
effective for the stated term of the license.

Intellectual Property Rights. VZW and/or its applicable third party suppliers or vendors own all
intellectual property rights in the Service and its devices, components, platform, software, tools,
portal, documentation, and other materials relating thereto, including modifications, updates,
revisions or enhancements. All rights not explicitly given are reserved by VZW and/or its
applicable third party suppliers or vendors.



8.

10.

Location Information; Notice and Consent. "Mobile Device" means any mobile device, including
smartphones, tablets, smartwatches and other wearables, laptops and netbook computers that
Customer provides to its End Users and are enrolled in the Service. "End User" means any
person (e.g., employee, contractor) with a Mobile Device whose Location Information can be
viewed by Customer using the MDM. "Location Information" means data that can be used to
describe, determine or identify the location of the Mobile Device. Location Information may be
presented in many forms such as latitude/longitude data, cell site/sector data, WiFi SSID, device
signal strength or other format regardless of accuracy, type or source. Customer will be able to
access information, including Location Information, about all Mobile Devices associated with
Customer’s VZW account.

a. Consent and Revocation regarding Location Information. Customer will be solely
responsible for obtaining affirmative, opt-in consent from End Users as appropriate to
access, use, copy, store, collect and disclose Location Information, and for retaining
evidence of consent for the period required by law (typically, 5 years after cessation of
use). Customer will not access, use, copy, store or disclose any Location Information
until such consent has been obtained. Customer will ensure that each End User is
provided with clear, conspicuous and comprehensive notice about how Location
Information will be accessed, used, copied, stored, collected and disclosed by Customer
and/or third parties acting on Customer’s behalf (e.g., representatives, agents) in
Customer’s privacy policy and ensure that such notice is presented to End Users for
acceptance prior to Customer’s use of the location functionality of the Service and
readily available and easily accessible by End Users. Customer will ensure that each End
User may deny, revoke or withdraw consent, through readily available means at any
time. If consent is denied, revoked or withdrawn by an End User, Customer may no
longer use the Service to access or collect the End User's Location Information.

b. Use and Storage of Location Information. Customer may only use Location Information
for the purpose of using the Service and only as provided in the notice to the End User
for as long as Customer has that End User’s consent. VZW does not provide Customer
with access to any stored Location Information. Customer must implement appropriate
security measures and safeguards that protect End User privacy and safety.

Open Source Software. The Service may contain certain software subject to open source
licenses. All such software is subject to the terms of the applicable open source licenses, which
may be viewed at verizon.com/opensource.

Representations and Warranties. Customer’s use of the Service must, at all times, comply with
all applicable federal, state and local laws, and industry guidelines, including the Federal Trade
Commission Privacy Initiatives, and the CTIA Best Practices and Guidelines for Location-Based
Services.

Disclaimer of Warranty. IN NO EVENT SHALL VZW BE LIABLE TO CUSTOMER FOR ANY INDIRECT,
INCIDENTAL, SPECIAL, CONSEQUENTIAL, OR PUNITIVE DAMAGES, OR LOST PROFITS FOR ANY
CLAIM OR DEMAND OF ANY NATURE OR KIND, ARISING OUT OF OR IN CONNECTION WITH THIS
AGREEMENT OR THE PERFORMANCE OR BREACH HEREOF. THE SERVICE AND ANY INCLUDED
SOFTWARE IS PROVIDED ON AN "AS IS" BASIS. OTHER THAN AS EXPLICITLY STATED IN THIS
AGREEMENT, VZW DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, OF ANY KIND BY EITHER
VZW OR ITS LICENSORS, INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OF ACCURACY,
COMPLETENESS, CURRENTNESS, MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
VZW DOES NOT WARRANT THAT THE SERVICE WILL BE ERROR-FREE.



http://verizon.com/opensource

